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Beenenue

Monens yrpo3 6e30macHOCTH NMEPCOHATBHBIX JaHHBIX (Janee — Mojens)
npu ux oopadbotke B UCIIJIH cTpouTCst HA OCHOBAaHUU OTUYETA O Pe3yabTaTax
IIPOBE/ICHHSI BHYTPEHHEN TPOBEPKH.

B moxenu yrpo3 npencrasineHo onucanue ctpykrypsl MCII/IH, cocTaBa
u pexuma oopadotku I1/1H, kaccudukanuo NOTEHIIMAIBHBIX HApPYIIUTENEH,
OLIEHKY MCXOJHOT'0 YpPOBHS 3allMILEHHOCTH, aHAJIN3 YTPO3 0€30M1aCHOCTH
IIEPCOHAIIBHBIX JaHHBIX.

Ananu3 YBII/In BrmoyaeT: Onucanue yrpo3. OLieHKy BEpOSITHOCTH
BO3HUKHOBEHUS yrpo3. OueHky peanu3yeMocT yrpo3. OLeHKy OIaCHOCTH yIpo3.
Omnpenenenue akTyaJlbHOCTH yTPO3.

B 3akitoueHnH 1aHbl PEKOMEHJAIMKU 110 MEpaM 3allUThI JUIsl YMEHBIICHUS
OIIACHOCTHU AKTYAJIBHBIX YIPO3.

Onpenesenus

B HacTosmieM JOKYMEHTE HCHOJB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
OIIPENIEIICHNUS.

ABTOMATH3MPOBAHHAS CHCTEMA — CHCTEMa, COCTOSIAs W3 IEepCcoHaja
U KOMIUIEKCa
CPEIICTB aBTOMATU3ALUU €ro JAEATENbHOCTH, peanu3yronias HHEPOPMALMOHHYIO
TE€XHOJIOTHIO BBIITOJIHEHUS] YCTAHOBJIECHHBIX (DYHKIIMIA.

AyTeHTH(HUKALIUA OTHPABUTEIS] JAHHBIX — IOATBEPKICHUE TOIO, YTO
OTIPABUTEIb ITOJYYEHHBIX JaHHBIX COOTBETCTBYET 3a51BJICHHOMY.

be3onacHOCTh NEPCOHAJIBHBIX [JAHHBIX — COCTOSHHE 3aIIHIIEHHOCTH
NEPCOHAIBHBIX  JaHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTbIO  IOJIb30BaTENeH,
TEXHUYECKHX  CPEICTB M  HMHPOPMALMOHHBIX  TEXHOJOIMH  OOECHedHTh
KOH(QUACHLINATBHOCTh, 1EJIOCTHOCTh M JIOCTYMHOCTh MEPCOHAIBHBIX JAHHBIX IPU
X 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX.

buomerpuyeckue mnepcoHaJbHbIE [aHHbIE — CBEICHUSA, KOTOpBIE
XapaKkTepU3yloT (PU3NOJIOTMUYECKHME OCOOCHHOCTH 4YeJIOBEKa M Ha OCHOBE
KOTOPBIX MOXXHO YCTaHOBUTH €ro JIMYHOCTb, BKIIOUas pororpaduu, oTrnedaTku
nanblieB, 00pa3 CceTyaTKU TIJa3a, OCOOCHHOCTH CTPOEGHMsI Tella U JIPYrylo
mo00HY0 HH(OPMAILIHIO.

BrokupoBaHue mNEPCOHANBHBIX JAHHBIX — BpPEMEHHOE NPEKPAILCHHE
coopa, cuUCTeMaTu3alliM, HAaKOIUICHHs, HCIIOJIb30BAHUS, PaCHpPOCTPaHEHUS,
MEPCOHAJIBHBIX JAHHBIX, B TOM YHCIIE UX NEPEIAUH.

Bupyc (KOMIILIOTEPHBIH, NPOTrPaMMHBIA) — VICTIOJIHSIEMBIN
MPOrpaMMHBIM KOJI WM HMHTEPHPETHUPYEMbId HAOOpP MHCTPYKIMM, 00Jadarouuii
CBOMCTBAMHM HECAHKLIMOHUPOBAHHOTO PACHPOCTPAHEHUS] U CAMOBOCIIPOU3BEACHUS.
Co3nanHble yOJMMKaThl KOMIIBIOTEPHOTO BHpyca HE BCerjJa COBMIAJAlOT C
OpPUTHHAJIOM, HO COXPAaHSIOT CHOCOOHOCTh K JaJbHEHIIEMY paclpOCTPaHEHUIO U
CaMOBOCIIPOU3BEACHMUIO.

Bpenonocnas mporpamMmma — mporpamma, IIpeJHasHadeHHas I
OCYIIECTBJICHHUSI HECAHKI[MOHMPOBAHHOTO jocTyna u (WjM) BO3JCHCTBUS Ha



MIEPCOHATBLHBIC JaHHBIC WU PECypChl MH(DOPMAITMOHHONW CHCTEMBI TIEPCOHATBHBIX
JTAHHBIX.

BcnomoraresibHble TeXHHMYeCKHE CPeACcTBA M CHCTeMbl — TEXHUYECKUE
CpEIICTBA M CUCTEMbI, HE MpeHa3HaYCHHbIE IJIs1 TIepeaadn, oOpaboTKU M XpaHEHUS
NEPCOHAJBHBIX  JIAHHBIX, YCTAaHABIMBAEMbIE COBMECTHO C TEXHHUYECKHUMHU
CpelCTBAMH M CHUCTEMaMH, TMPEIHA3HAUYECHHBIMHU I 00pabOTKM MEPCOHAIBHBIX
JAHHBIX WJM B TIOMELICHHUSX, B KOTOPBIX YCTAHOBIIEHbI WH(GOPMAIIMOHHBIE CHCTEMBbI
MEPCOHANIBHBIX JAHHBIX.

JlocTynm B ONEPAMOHHYK CcpeAy KOMIbIOTepa (MH(POPMALMOHHOM
CHCTEMBbl MNEPCOHAJBHBIX [JAHHBIX) — IOJIYYE€HHE BO3MOXKHOCTH 3aIllycKa Ha
BBIMIOJIHEHWE IITaTHBIX KOMaH[, (YHKIMHA, TpOLERyp ONEpalMOHHONW CHCTEMbI
(yHMYTOXKEHUsI, KOIUPOBAHUS, TMEPEMEHICHUS | T.L.), HCIONHIEMbIX (aiiyioB
MPUKIIATHBIX TPOTpamM.

Hoctyn k wuHpOpManuM,  BO3MOXKHOCTh TONy4eHUs] UHPOpMAMM U  €e
UCMOJIb30BaHMUS.
3aK/a/IouHOe YCTPOMCTBO — OHJIEMEHT CpEJCTBA cbheMa HHGOpMAIIHH,

CKPBITHOBHEZIPSEMBIN  (3aKJIaJbIBAEMbIII MJIM BHOCHMBIM) BMECTa BO3MOKHOIO
cbeMa MHpOpMaIK (B TOM YMCIE OTPaXIEeHUE B KOHCTPYKIUIO, 000pYAOBaHUE,
IpeIMETBl HHTEPbEpa, TPAHCIIOPTHBIE CPENICTBA, & TAKIKE B TEXHUUECKUE CPEICTBA
U CUCTEeMBbI 00pabOTKH MH(DOPMALINH).

3amumaemass uHpopManuss — wuHQOpMaAIWs, SBISIOMIASICA PEAMETOM
COOCTBEHHOCTM M MOAJeXalas 3alluTeé B  COOTBETCTBHMU C  TPeOOBaHHUSIMHU
MPaBOBBIX JOKyMEHTOB WJIM TPEOOBAHUSIMH, YCTAHABITH-
BAaEMBIMH COOCTBEHHUKOM MH(MOPMAITHH .

Nnentndukanusa — npuUCBOeHHE CYOBbEKTaM H OOBEKTaM J0cCTyna
unaeHTuduKaTtopa W (WIM) CpaBHEHUE MPEABSIBISIEMOT0 HWHAEHTU(UKATOpa C
NepEeYHEM MPUCBOCHHBIX UJIEHTU(PUKATOPOB.

NHpopMaTUBHBII CHTHAJ — DIJIEKTPUYECKHE CUTHANBI, aKyCTHYECKHE,
AJIEKTPOMAarHUTHBIE U Apyrue GU3NYecKue Moiis, Mo napaMmeTpaM KOTOPBIX MOKET
ObITh pacKpbiTa KOH(pUAECHIMANbHAas HHPopMauusa (MepcoHaIbHbIE JdaHHBIC)
oOpabartbiBaemasi B ”HGOPMAIIMOHHON CUCTEME NEPCOHATIbHBIX JaHHBIX.

Nudopmanuonnasi cucremMa mnepcoHadbHbIX aanHbix (UCIIIn) -
uHopMaIMOHHAsT  CUCTEMA, MpeACTaBIIAIONIAs coboit COBOKYITHOCTb
NEPCOHANIBHBIX  JAaHHBIX, CcoAepXkammxcs B  0a3e JaHHBIX, a TaKke
UH)OPMAIIMOHHBIX TEXHOJOTUA U  TEXHUYECKUX CPEACTB, IMO3BOJISIIOLIUX
OCYIIECTBISATh 00pabOTKY TaKUX MEPCOHANBHBIX JAHHBIX C HCIOJIb30BAHUEM
CPEICTB aBTOMAaTH3allMU WK 0€3 UCTIOIb30BaHUS TAKUX CPEJICTB.

NudopmanuoHHbie TEXHOJOTMM — TIPOIECChl, METOMBI TOHMCKa, cOOopa,
XpaHeHus, 00paOdOTKH, MPEIOCTABJICHUS], PACIPOCTpaHEeHUsT MHQPOpMAIMKU U CIOCOOBI
OCYIIECTBJIEHUS] TAaKUX IMPOLIECCOB U METOJOB.

Hcnonb3oBaHne TEPCOHANBHBIX [JaHHBIX — JICUCTBHS (OMEpanuu) ¢
NEPCOHAIbHBIMU  JTaHHBIMU, COBEpLIAEMbIE ONEPATOPOM B UEHAX MPUHATHUSA



pEelICHUH WM COBEPIICHUS WHBIX JCUCTBHNA, MOPOXKAAOIINX OPUIAICCKHIE
MOCJICAICTBYSI B OTHOIIICHUU CYOBEKTa MEPCOHANBHBIX MAHHBIX WM JIPYTHX JIUIL
aub0 WHBIM  00pa3oM  3aTparuBaloOlIMX TMpaBa ©  CBOOOABI  CyOBEKTa
TIEPCOHANBHBIX JAaHHBIX WU APYTUX JHII.

Hcroynuk yrpo3pl 0e30macHOCTH HHEMOPMANUH — CYOBEKT JOCTYIIa,
MaTepUaIbHBI  OOBEKT WM  (U3MYECKOE  SIBJICHHWE, SBISIIOIIMECS  MPUIUHON
BO3HUKHOBEHHUS YTPO3bI 0€30MaCHOCTH HH(MOPMAIIHH.

Koutposmpyemasi 30Ha — TIPOCTPAHCTBO (TEppUTOpHS], 3MaHWE, YacThb
3MaHus], TIOMEIICHUE), B KOTOPOM WCKIIOUYCHO HEKOHTPOIHMPYeMoe MpeObIBaHUE
MIOCTOPOHHUX JIMII, @ TAKXKE TPAHCIIOPTHBIX, TEXHMIECKUX W WHBIX MAaTepHATIBHBIX

CpEJICTB.
KonduaeHunaibHOCTh NEPCOHANBHBIX [JaHHBIX — 00s3aTebHOE IS

COOJTFO/ICHHSI OTIePAaTOPOM WIIM MHBIM TOJTYYMBIIUM JOCTYIT K TIEPCOHAILHBIM JIAHHBIM

JIATIIOM TpeOoBaHUE HE JIOITYCKAaTh 150.4 pac-

npocTpaHeHue 6e3 Coracusi CyobeKTa MepCOHATBHBIX JAHHBIX WM HAIMYKS THOTO 3aKOH
HOT'O OCHOBaHMSI.

MeskceTeBoii  3KpaH  —  JIOKaibHOC  (OJJHOKOMIIOHEGHTHOE)  WJIH
(YHKITMOHATIBHO-PACTIPEICTICHHOE  ITPOrpaMMHOe  (IpOrpaMMHO-aIIapaTHOE) CPEICTBO
(kOMIUTEKC), peaym3yrolee  KOHTpOJIb 332 WH(OpMarmed, IOCTYMalome B
UH()OPMAIMOHHYIO CHCTEMYy  IIEPCOHAIBHBIX JIAHHBIX M (WJIHM) BBIXOJSIICH U3
MHGOPMALIMOHHON CUCTEMBI.

Hapymmrenb 0€30MacHOCTH TEPCOHAJIBHBIX JAAaHHbIX — (Qu3UYeckoe
JMLIO, CIYYalHO WM NPEIHAMEPEHHO COBEPILIAONICE JCHCTBUS, CIIEACTBUEM KOTOPBIX
SBJISICTCS HapyIeHue Oe30MacHOCTH TMEPCOHATBHBIX JaHHBIX TP UX 00pabOTKe
TEXHUYECKUMU CPEICTBAMU B MH(POPMAIIMOHHBIX CHUCTEMAaX MEPCOHABHBIX JTAHHBIX.

HeaBToMaTu3upoBanHas o0pa0oTKa MEPCOHAJBbHBIX JaHHBIX —
0o0paboTKka TEpPCOHAIBHBIX JIAHHBIX, CoOJepKaluxci B  HHGOPMAIIMOHHON
CUCTEME TMEPCOHAIBHBIX JAaHHBIX JMOO W3BJICYCHHBIX W3 TaKOW CHUCTEMBI,
CUMTAETCS] OCYIIECTBIEHHON 0€3 WCIOJIb30BAaHUSA CPEJICTB aBTOMATU3AIUU
(HeaBTOMATH3UPOBAHHOM), €CIM TaKHE JCHCTBUS C IMEPCOHATbHBIMU JTaHHBIMH,
KaK WCIIOJTb30BaHNE, YTOUYHEHHE, PACTIPOCTPAHCHUE, YHUUITOKEHNE TTEPCOHATBHBIX
JAHHBIX B OTHOIICHHH KaXIOTO M3 CYOBCKTOB TIEPCOHAIBHBIX JIaHHBIX,
OCYIIECTBJISIFOTCSI IPU HEMOCPEACTBEHHOM YYacCTHUU YEJIOBEKa.

HenexknapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIC BO3MOXKHOCTH
CPEIICTB  BBIYUCIMTEILHOM TEXHWKHM, HE OIMCAHHBbIE WIM HE COOTBETCTBYIOIINE
OIMMCAHHBIM B JOKYMEHTAIIMH, TP MCIIOJB30BAaHUN KOTOPBHIX BOBMOXKHO HapyIICHHE
KOH(QUIESHIIMAIBHOCTH,  JIOCTYTHOCTM WM  LEJIOCTHOCTH  oOpabaThiBaeMoi
UH(pOpPMAIIUH.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKUUOHUPOBAHHBIE EefCTBHS)
— JmocTtyn K wHGOpPMAIMKA WA JISUCTBUS ¢ WHGOpMAIMEH, HapyIIaloIMe MpaBuia
pasrpaHUYeHUs JOCTyMa WUCIOJIb30BAHUE IITATHBIX CPEACTB, MPEIOCTABISIEMbIX
UH(OPMAITMOHHBIMHA CHCTEMaMH TTePCOHABHBIX TAHHBIX.

Hocurtenb nndgopmanumn — Gru3nvecKoe JUIO UM MaTEPUATTbHBIN 00BEKT, B TOM
yucie (usznueckoe 1mosie, B KOTOpOM HH(GOpPMaIMs HAXOIUT CBOE OTPAKCHHUE B



BUJIE CHMBOJIOB, OOpa30B, CUTHAJOB, TEXHUYECKHX PEIIEHUHA U MPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3HMUECKIX BEIUYHUH.

O0e3IMYUBaHUE TMEPCOHAJBHBIX [JAaHHBIX — JEHCTBUA, B PE3YJIbTATE
KOTOPBIX HEBO3MOXHO OIPEACTUTh MPUHAIICKHOCTh TEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX TAHHBIX.

OO0paGoTka mNepPCOHANBHBIX JAHHBIX — JICHCTBHSA  (OIlepamyu) C
NEPCOHANILHBIMUA JTAHHBIMH, BKIJIIOYasi cOOp, CHCTEMaTHU3alfIo, HAKOIJIEHUE, XpaHEHHE,
yTouHeHHe (OOHOBJICHHE, HM3MCHCHHWE), HCIIOIB30BaHUE, PACIpOCTpaHeHHe (B TOM
quciie Tepenady), o0e3MYMBaHue, OJOKHUpPOBAaHWE, YHHUYTOXKCHHE ITePCOHATBHBIX
JTAHHBIX.

OO0menocTynHpie NepPCOHAJbLHbIE [aHHbIE — TIEPCOHAJIbHBIC JaHHBIE,
JIOCTYIl HEOTPAHWYEHHOTO Kpyra JIMIl K KOTOPBIM MPENOCTaBI€H C COTJacus
CyOBEKTa TMEpPCOHAIBHBIX J@HHBIX WJIM HAa KOTOpble B COOTBETCTBHUH C
dbenepalibHBIMU  3aKOHAMHM HE pacHpocTpaHsieTcss TpeOoBaHUE COOJIOACHUS
KOH(UICHIIMATIEHOCTH.

Omneparop (mepcoOHAJBbHBIX JAHHBIX) — TOCYAAPCTBEHHBIA  OpraH,
MYHUIMIIATBHBIA OpraH, IOPUAMYECKOe WM (DU3UYECKOe JIMIIO, OPraHu3ylolee |
(wm)  ocymecTRIIOMEee  00pabOTKYy — NMEPCOHAIBHBIX  JIAHHBIX, @  TaKKe
OTIPEIEIISIIONINE TIEIM U CoJiepKaHue O0O0pabOTKHU MEPCOHATBHBIX JAHHBIX.

TexHnuyeckue cpeacrsa MHPOPMALMOHHON CHCTEMbI IEPCOHAJIBHBIX
JAHHBIX — CPEJCTBA BBIYMUCIIUTEILHON TEXHUKH, WH(OPMAIMOHHO-BBIYHCIATEIBHBIC
KOMIUIGKCHI W CETH, CPEICTBa W CHUCTeMbI Teperaud, npuemMa u oOpabotku [1J[x
(cpemctBa W cHCTEMBl  3BYKO3AIMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOW3BEICHUS,
MEPErOBOPHbIE M TEJICBU3UOHHBIE  YCTPOMCTBA,  CPENCTBA  W3TOTOBJICHMUS,
TUPOKUPOBAHMS JIOKYMEHTOB M JpPYrv€ TEXHUYECKHE CpElICTBa 0O0pabOTKH pEueBOM,
rpadHUYecKoi, BHICO- M OYKBEHHO-IM(POBOH HH(MOPMALUK), MPOrpaMMHBIE CPEACTBA
(omepallMOHHBIE ~ CHCTEMBI,  CHUCTEMbI  ympaBlieHWss  Oa3aMu  JAHHBIX U
T.I1.), CPEJICTBA 3AIMTHI HH(POPMAITHH, IPHUMEHSIEMbIC B THOOPMAIIMOHHBIX CHCTEMaX.

IMepexBatr (MHpopManmm) — HEMpaBOMEPHOE TMONTyUYeHHUE HHPOPMAIIUU C
UCIIOJb30BAHUEM TEXHMUYECKOIO0 CpEACTBA, OCYIIECTBIISIIOLIEIO OOHAapyXEHHE,
npueM 1 00paboTKy MH(DOPMATUBHBIX CUTHAJIOB.

IlepconanbHuble aaHHble — J00asgs uWHOOpPMAIMSA, OTHOCSIIASCS K
OTIPEJICIICHHOMY WJIM ONpENeIsieMOMY Ha OCHOBaHMM TakoW uWHGOpManuu
¢dusuueckoMy sy (CyOBEKTY TEpPCOHAJBHBIX J[aHHBIX), B TOM YHCJIE €ro
dbaMumus, UMsi, OTYECTBO, TOJ], MECSII, JaTa U MECTO POXKIACHUS, aJpec, CEMEHHOE,
COIMAJIbHOE, MMYIIIECTBEHHOE TOJIOKEeHHEe, oOpa3zoBaHue, mpodeccus, T0XOMIbl,
npyrast uHGopMaIus.

IloOouyHbIEe  JJIeKTPOMATHUTHBIE  H3JY4YeHUS] U HABOAKH  —
AIICKTPOMArHUTHBIC HU3JIYYCHUS TEXHUYECKUX CPEACTB 0O0pabOTKH 3aluIaeMoi
uHOpMaIK, BO3HHUKAIOIINE Kak TO000YHOE SBJICHHNE W  BBI3BAHHBIC
DIEKTPUUECKUMHU  CUTHAJIAMH, JICHCTBYIOIIMMH B WX  DJIGKTPUYECKHX U
MarHUTHBIX IEMSIX, a TakKe DJCKTPOMArHWTHBIC HABOJKH OTHX CHUTHAJIOB Ha
TOKOIPOBOSIINE JINHUU, KOHCTPYKIIMH | IIEMTH TUTAHUS.

IMoauTKka  «YUCTOrO  CTOJA» —  KOMIUIEKC  OpTraHU3allMOHHBIX
MEPOTIPUATUM, KOHTPOJMPYIONIMX OTCYTCTBUE 3alUChIBAaHWA Ha OyMakKHbBIE



HOCUTENIM KJIIOYeH W aTpuOyTOB nocTyma (mapojieil) W XpaHEHUs WX BOIH3U
00BEKTOB JIOCTYTIA.

IMoab30oBaTenb HHPOPMANUOHHON CUCTEMbI MEPCOHAIBHBIX JAHHBIX —
JUI0, YYacTBYIOIIEee B (PYHKIMOHUPOBAHUUA MUH(POPMAIIMOHHOW CHUCTEMBbI
MEPCOHATBHBIX JIAHHBIX WJIM UCIOJB3YIOIIEe PE3yNbTaThl €€ () yHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHu4eHusi JOCTYNA — COBOKYITHOCTh IIPaBuUJI,
periaMeHTUPYIOUIUX MpaBa IOCTYyIa CYObEKTOB IOCTYyNa K 00bEKTaM JIOCTYTIA.

IIporpamMmmHas 3akjaaKa — KOJ IPOrpaMMbl, MPEeTHAMEPEHHO BHECEHHbIN
B MPOTPAMMY C IEJIbI0 OCYIIECTBUTh YT€UKY, U3MECHHUTH, OJIOKHPOBATH,
YHUUYTOXXUTh WH(GOPMAIMIO WM YHUYTOXKUTHh U MOAU(MUIIUPOBATH MPOTPAMMHOE
obecrieueHrne HHPOPMAITMOHHON CHCTEMBI TTEPCOHAIBHBIX TAHHBIX U (HJTH)
OJIOKMpOBATh anmapaTHbIE CPEACTBA.

IIporpammHoe  (mMporpaMMHO-MaTeMaTH4YeCKOe)  BoO3JeilicTBHEe — —
HECAHKIIMOHMPOBAHHOE  BO3JICHCTBHE HAa  PECYpChl  ABTOMATHU3MPOBAHHOM
WH()OPMAITMOHHON CHUCTEMBI, OCYILECTBISIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
MIPOTPaMM.

PackpbiTHe MEePCOHATBHBIX JAHHBIX — YMBIIUIEHHOE WA CIy4YallHOE
HapylieHne KOHGUICHIIMATbHOCTH NePCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne NmepCcOHAJbHBIX JTAaHHBIX — JICWCTBUS, HAIPaBICHHBIC
Ha TIepelady MEPCOHAJIBHBIX JaHHBIX OIPEACICHHOMY Kpyry Juil (mepeaada
IIEPCOHANBHBIX JIAHHBIX) MM Ha O3HAKOMJICHHE C IEPCOHAIBHBIMU JIAHHBIMH
HEOTPAHUYEHHOTO Kpyra Jull, B TOM 4YHUCIEe OOHApOJOBaHUE MEPCOHATBHBIX
JAHHBIX B CpeACTBaX  MaccoBOM  uH(oOpMamuu,  pa3MelleHHE B
MH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIX CETSIX WJIM MPEAOCTaBJICHUE TOCTYIa
K MEPCOHAIBHBIM JaHHBIM KaKUM-JIMOO UHBIM CIIOCOOOM.

Pecypc wuHpopMaumMoOHHOW CHCTEeMbl — HWMCHOBAHHBIA  DJIEMEHT
CUCTEMHOTO, TPUKIAJHOTO WM allapaTHOTO oOecredeHus: (PyHKIIMOHUPOBAHMS
UH(OPMAIIMOHHON CHCTEMBI.

CneunnajbHble KATerOpUuM MNEPCOHAJIBHBIX [aHHBIX — IIEPCOHAIBHBIC
JlaHHbIE, KacaroUluecsl PacoBOM, HAIMOHAIBHON MPUHAMIECKHOCTH, MOJUTHUUYECKUX
B3TJISIJIOB, PEIUTHO3HBIX WIH (GUIOCOPCKUX YOEKIECHUN, COCTOSHHS 30POBbS U
WHTUMHOM XKM3HU CYOBHEKTA MEPCOHAIBHBIX JAaHHBIX.

CpencrBa BbIYMCINTEIBHOW T€XHUKH — COBOKYMHOCTb MPOrPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKM JAaHHBIX, CHOCOOHBIX (DYHKIIMOHHPOBATH
CaMOCTOSITEIBHO WJIM B COCTaBE APYTUX CHUCTEM.

CyobekT nocrynma (Cy0beKT) — JMIO WIM TPOIecC, JACHCTBHS KOTOPOrO
pPETIaMEHTUPYIOTCS MPABUIIAMU Pa3rPaHUUCHHUS JOCTYIIA.

TexHnyeckuil KaHaJ yTeYKM HHQOPMAUUM — COBOKYIIHOCTb HOCHTEIA
uapopmai  (cpeactBa  00pabOTKM),  (DU3MUECKOW  Cpebl  PacIpOCTPAHCHHSI
WH(POPMATUBHOTO CUTHAJIA W CPEICTB, KOTOPHIMU JIOOBIBACTCS  3allMIIaeMast
uHpOpMAITHS.

TpancrpannuHass mnepegaya MNEePCOHANBHBIX [aHHBIX — Tiepeaada
MEPCOHAIBHBIX JAHHBIX OMNEpPATOpOM  4Yepe3 ['OCyAapCTBEHHYIO  TpaHUILY
Poccuiickon ~ ®depepaunu  OopraHy  BJIACTM  MHOCTPAHHOIO  TOCYJApCTBa,
(bU3NYECKOMY WJTH IOPUINYECKOMY JIUIY MHOCTPAHHOTO TOCYAapCTBa.



Yrpo3bl 0e301aCHOCTH MEPCOHAJBHBIX AAHHBIX — COBOKYINHOCTb YCJIOBHI
U (aKToOpoB, CO3AAIOIIMX OMNACHOCTb HECAHKIMOHMPOBAHHOIO, B TOM YMCIIE
CIIy4aiiHOIO, JA0CTyNa K MEPCOHAIBHBIM JaHHBIM, PE3YJIBTaTOM KOTOPOI'O MOKET CTaTh
YHUUTOXKEHUE, WU3MCHEHHUE, OJIOKMpOBAHHUE, KOIIMPOBAHME, pac-
NPOCTPaHEHHE NIEPCOHAIBHBIX JAHHBIX, & TAKKE MHBIX HECAHKLIMOHUPOBAHHBIX ICHCTBUIA
npH X 00paboTKe B MH(OPMALIMOHHOW CUCTEME IEPCOHAIBHBIX JAHHBIX.

YHUYTOXKEHHE NePCOHATBHBIX JAHHBIX — JCHCTBUS, B PE3YIbTATe KOTOPBIX
HEBO3MOYKHO BOC-
CTaHOBHTb COJIEPYKAHNE IIEPCOHATBHBIX JJAHHBIX B MHPOPMALIMOHHOM CHCTEME IIEPCOHAITB
HBIX JIaHHBIX WJIM B PE3YJIbTATE KOTOPBIX YHUYTOXKAKOTCSI MATE€pPUAJIbHBIE HOCHUTEIN
IIEPCOHAJIBHBIX TAHHBIX.

Yreuka (GammimaemMon) MHPOPMALMM MO0 TEXHHYECKHMM KaHAaJaM —
HEKOHTPOJIMPYEMOE  PaclpOCTpaHEHHE MH(POpMAMK OT HOCHUTENA  3ALIMIIAEMOMN
uHpopMam  yepe3  (U3MYECKYI0  Cpeoy /10  TEXHHYECKOTO  CpEZCTBa,
OCYILIECTBIISIFOLLIETO [TepeXBaT MH(OpMaLUK.

Yupexnenune — yupexxJI€HUs 31paBOOXPaHEHUs], COLIUAILHOM cepsl, Tpyaa
Y 3aHATOCTHU.

Ysa3BUMOCTB — €1a00CTh B CPEJICTBAX 3aILUThI, KOTOPYIO MOKHO UCIIOIb30BATh IS
HapYLLEHUs CUCTEMbl WIIM COZIEpKaILlelicsi B HEW WH(OpMALMU.

HenocTtHocTh MHGOPMANMH — CIIOCOOHOCTH CPEICTBA BBIYMCIUTEIBHOM
TEXHUKH WIA  aBTOMAaTH3UPOBAHHOM  CHCTEMbl  OOECIIEYMBATh  HEU3MEHHOCTH
UH(pOpMAaLIU B YCIIOBUSIX CIly4aitHOTO 19702017 IIPETHAMEPEHHOTO

UCKakeHHs (pa3pyIleHus).

O0o3HaveHnst U COKpAILICHUS
ABC — aHTUBHpYCHBIE CPEACTBA;
APM — aBTOMaTH3MpOBaHHOE paboyee MeCTo;
BTCC — BcrioMorarelibHble TEXHUYECKUE CPEJICTBA
U CUCTEMBI;
NCIIIx — uH(pOopManmoHHas cucreMa
MEePCOHATBHBIX TAHHBIX;
K3 — koHTpOonupyemas 30Ha;
JIBC — noxanpHad,;
BBIYUCIIUTENIbHAS CETh
MD — MekceTeBOM dKpaH,;
HCJI — HecaHKIIMOHUPOBAHHBII
JOCTYTI,
OC — onepalnoHHas CUCTeMa,
[1/IH — nepcoHanbHbBIEC TAHHBIE;
[IMB — nporpaMMHO-MaTeMaTHIECKOE
BO3/ICHCTBUE;
I1O — nporpamMmMHOE 0OecTieueHHE;
[IOMUH — no6oyHbIe 3EKTPOMArHUTHbIE
W3JIy4eHUS U HABOJKU;
CA3 — cucrema aHanM3a 3alIUIICHHOCTH,



C3U — cpencra 3auuThl HHGOPMALIUY;
C3I1/I1 — cuctema (mojicucTemMa) 3aiuThl
MEPCOHAJIbHBIX JIAHHBIX;

COB - cucrema oOHapy>KEHHUS BTOP>KCHUIA,
TKY U — TexHnueckre KaHaabl yTEUKH
;uH(pOpMaIHH;

VYBIIJIH — yrpo3sl 6€301acHOCTH
MEPCOHANIbHBIX JTAHHBIX



1. UCITAn Crpykrypa UCIIH

Tabnuna 1 — [Mapametpsr UCIn

MTENCOHATKRHEKIX TAHHKIX

3a,Z[aHHI)Ie XAPAKTCPUCTHUKHU 0e3011acHOCTH Tunonast I/IH(l)OpMaHI/IOHHaSI CHUCTCMa

Crpykrypa uHGOOPMALIMOHHON CHUCTEMBI ABTOMATH3UPOBAHHOE pabouee MECTO

[ToaxmroueHue MHGOPMAITMOHHON CUCTEMBI K CETSIM
00I1Iero MOJIb30BaHUS U (WJIH) CETIM MEKIYHAPOIHOTO
nH(popMaIMoHHOTO 0OMEeHa

Nmeercs

PexrmM 06pa00TKM IEPCOHATBHBIX JIAHHBIX

MHOTr0101630BaTeIILCKAS

Pexum pazrpanndenus npas IOCTYIA MMOJIb30BATENEH Cucrema ¢ pa3rpaHMYEHUEM I0CTyIIA

MH()OPMALITMOHHON CHCTEMBI

MGCTOHaXO)KIIGHI/Ie TCXHUYCCKUX CPCIACTB Bce Texauueckue CpCACTBA HAXOAATCA B IIPCALCTIAX Poccuiickon

denepanuu

JononuauTenbHas nHGOpMAIIHS

K IICPCOHAJIBHBIM JaHHBIM IIPCABABIIACTCA Tpe6OBaHH€
OEJIOCTHOCTH.

CocTaB U CTpYKTypa NepCOHATbHBIX JaHHBIX
B UCII/Ix oOpabaTbiBatOTCs CEIYIOUIME TEPCOHATBHBIE JAHHbIE:
-OamMuus, UMs, OTYECTBO.
-Mecro, roa u gata poxKACHUS.
-AJipec MecTa KUTEJIbCTBRA.
-ITaciopTHbBIE NaHHEBIE.
-O6pa3zoBanue.

-Mudpopmanvist 0 TpyI0BOM 1€ATEIBHOCTH, O TPYAOBOM CTaXKE.

-Jlomanauil, MOOMITBHBIN TeTehOH.

-CBeJIeHHUA 0 COCTAaBE CEMBH.

-CBeicHUsI 0 BOMHCKOM YU€Te.

-Pe3ynpTat 0053aTENBHOTO METUIIMHCKOTO OCMOTPA.




-Konuu npuka3oB 1o IMUHOMY COCTaBY.

Hcxons u3 cocraBa o0pabaThIBa€MbIX IEPCOHAIBHBIX JAHHBIX, MOKHO CJIENaTh BBIBOJ, YTO OHM OTHOCATCA K 3
KATerOpUM MePCOHAJIBHBIX JaHHBIX, T.€. K JaHHBIM, IT03BOJISIOIINM UIECHTU(PUIUPOBATH CYObEKTa IEPCOHABHBIX JaHHBIX.

PexxuM 00paboOTKK MpeaycMaTpUBAET CIEAYIOIIHME JEUCTBUS C MEPCOHAIBHBIMU JAHHBIMU: COOp, CHCTEMATH3ALUIO,
HAKOIUICHHE, XpaHEHUE, YTOYHEHUE (OOHOBJIICHHE, W3MEHEHHE), HCIOJIb30BAHME, PACIPOCTpAaHEHHE (B TOM YHUCIE
nepeaady), o0e3IMYuBaHUe, OJIOKMPOBAHUE, YAAJICHHUE, YHUUTOKEHUE MEPCOHATBHBIX JIAHHBIX.

Bce mnonb3oBatenn WCII[AH umeroT coOcTBeHHblE posin. CHHCOK TUIOBBIX POJIEM MPEACTaBIEH B BHUJAE MaTpPHIIbI

JOCTyIa B TaduIe 2.



Tabmuma 2 — Matpwuria goctymna

['pynma

Yposens nocryna kx [/

Pazpeniennsie nerictBus

CoTpyaHuku otnena

AJIMUHUCTP
aTop
0e30IacHOC
TH

O6namaer mpaBamMu AJMHUHUCTpaATOpa
NCIIn

O6namgaer nosHOM uH(OpMalei 00
NCTIIx

HNwmeet JOCTYyI K cpencream
3AIIUTHI uH(popmau 51
NPOTOKOJIUPOBAHUA W K  YaCTH
Kto4eBbIX d5ieMeHToB MCIIT/H

He wumeer mpaB  gocryma K
KOH(DHUTYpUPOBAHUIO TEXHUYECKUX
CPEACTB CETH 32  MCKIIOYEHUEM
KOHTPOJIbHBIX (MHCIICKITMOHHBIX )

- cOop
-cHCTeMaTH3aIus
- HaKOTLJICHUE
- XpaHCHHE

- YTOYHCHHUC

- UCITIOJIb30BAHUC

- YHUUTOKEHHUE

Hupextop, 3/1BP, 3/IYBP,
OTBETCTBEHHBIN 3a
nH(popMaTH3aLIUIO




Omneparopel | O0nmagaeT  BCEMH  HEOOXOJIUMBIMHU |- COOP Hupekrop, 3IBP, 3[1YBP,
NCIIdH ¢ aTpuOyTamMu 5 MpaBaMH, | - CUCTEMATU3ALIHA OTBETCTBEHHBIN 32
npaBamMu 00eCIeYNBAOIIMMH JOCTYI KO BCEM | - HaKOTUICHHE nH()OPMATH3AUIO
3amucu [11n. - XpaHCHHE
- YTOYHEHHUE
- UCTIOJIb30BAHUE --
YHUUTOKECHUE

Knaccuduxanus Hapymutenen

IIo mpusHaky npunagiexxHoctd k HCII[IH Bce HapymuTenu AeNsATCS Ha JBE TIPYINIbl: BHENIHWE HApylIUTEeNnun —
(u3nUecKue JIMia, He UMEIOUIUE MpaBa MPeObIBAHNUS HA TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B MIPEEIax KOTOPOM pa3MeIaeTcs
obopynoBanue WCIIJ{n; BHyTpeHHue Hapymwurtead — (U3HYECKUE JUIA, MMEIIIWE NpPaBO NpeObIBaHUA HA TEPPUTOPUU
KOHTPOJIMPYEMOM 30HBI, B peenax KoTopoi pazmemaercs odopynosanue UCII/IH.

4.1. BHemHui HapyUIUTENb

B kadectBe BHemHero HapymurTenas WHGOPMAIMOHHONW O€30MacHOCTH, paccMaTpUBACTCS HAPYIIUTENb, KOTOPBIA He
MMEET HEMOCPEJACTBEHHOIO JOCTyMma K TEXHHYECKMM CpEeACTBAM W pecypcaM CHCTEMbI, HaxXOM[IIUMCS B Tpejaesiax
KoHTpoaupyemoii 30561 MBOY COII c. Bo3HeceHckoro.

[Ipeamonaraercs, 4YTO BHENIHWUN HAPYIIUTEIb HE MOXET BO3JEHCTBOBATh HA 3alMINAEMYI0 HHPOPMALUIO TIO
TeXHUYECKMM KaHallaM yTEeUKH, TaKk Kak o0beM wuH(opMmaiuu, XxpaHumon u oOpabareiBaemoit B WCIIH, sBusercs
HEJIOCTATOYHBIM JIJIT BO3MOXXHOW MOTHBAIIMKM BHEITHErO HAPYIIMTENS K OCYIIECTBICHHUIO JNCUCTBUI, HANPABJICHHBIX YTEUKY
uH(OpMAITUH 110 TEXHHYECKUM KaHalaM YTEUKHU.

[Ipeanonaraercs, YTO BHEUITHUN HAPYIIUTEIh MOXKET BO3JEHCTBOBATh HA 3aIUIIAEMYI0 HH(OPMAIIUIO TOJIBKO BO BpeMs €€
repelayu 1o KaHalaM CBS3H.

4.2. BHyTpeHHMI HapYyIIUTETh
B03MOXHOCTH BHYTPEHHETO HApYIIMTEIS CYIIECTBEHHBIM 00pa3oM 3aBUCAT OT JEUCTBYIOLIMX B Mpejaenax



KOHTPOJIMPYEMOW 30HBI OTPAHUYUTEIBHBIX (AaKTOPOB, W3 KOTOPBIX OCHOBHBIM SIBJSIETCS peaju3amus KOMIUIEKCa
OpraHU3AINMOHHO-TEXHHYECKMX MEp, B TOM YHCIIC O MOAOOPY, PACCTAHOBKE M OOECIICUCHHIO BBICOKOH MpO(decCHOHATHLHOM
MOATOTOBKHU KaJIPOB, MOMYCKY (DH3NYECKUX JIUI] BHYTPb KOHTPOJIUPYEMOM 30HBI U KOHTPOJIIO 3a MOPSIKOM MPOBEICHUS padoT,
HaIpaBJICHHBIX Ha MPEOTBPAIICHUE U TPECECUCHNE HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Cucrema pasrpannyenust pgocryna WCIIJIn oOecrieyuBaeT pasrpaHMYE€HHE TMpaB MOJb30BATENe Ha JOCTYI K
UH(OPMAIMOHHBIM, MPOTPAMMHBIM, ammnapaTHeiM U Apyrum pecypcam MCII/IH B cOOTBETCTBHM € TPUHATON MOIUTHKOM
uH(opMaIMoHHOM 6e30macHOCTH (TIpaBUIIAMH).

K BHYTpEHHHM HapyUIUTEISIM MOTYT OTHOCHThCS: agmuHuctpatop 6ezonacHoctd MCIIH (kareropus 1); mons3oBarenu
NCTIn (xateropus 11);

- i1, 00J1aJarole BO3MOKHOCTBIO JIOCTYIA K CUCTEME Tiepenaun JaHHbIX (kateropus V); cotpyanuku JIITY, umeroniue
CaHKIIMOHUPOBAHHBIM JOCTYN B CHYKEOHBIX IIEJISIX B TOMEMICHHUS, B KOTOpbIX paszMmematorcs annemeHtsl WMCIIJIH, HO He
UMEIoIIKe mpapa goctyna K HuM (kareropus VI);

- obciyxuBatonuii  mepconan JIIIY (Boaurtens, yOopmuk mnomernenui) (kareropus VII); ymoaHOMOYCHHBIN
nepconan paspaborunkoB MCIIJIH, koTOphlii Ha JOTOBOPHOM OCHOBE HMMEET IPaBO Ha TEXHUYECKOE OOCIy)XKMBaHUE H
Moupukanuio komnoneHToB UCITIH (kateropus VIII).

Ha muny karteropuit | u |l Bo3moxeHwl 3amauvl 1O aJAMHUHUCTPUPOBAHUIO TPOrPAMMHO-AMMAPATHBIX CPEACTB U 0a3
nanabix WCIIJIH s uHTErpanuu v o0ecrieueHusl B3auMOJCUCTBUSI Pa3IMYHbIX MojcucteMm, Bxoasmmx B coctaB MCII/IH.
AJIMUHUCTpPATOpPbl TOTEHIMAIBLHO MOTYT pealu30oBbIBaTh yrpo3sl Kb, uCHonp3ys BO3MOXHOCTH MO HEMOCPEACTBEHHOMY
JTOCTYIy K 3ammiiaeMord wuH(opmanuu, oOpabateiBaeMori u Xpanumor B MCIIJIH, a Takke K TEXHHMYECKUM U
nporpamMmmubiM cpeactBam UMCII/IH, Bkirowas cpencTtBa 3aluThl, MCHOJb3yeMble B KOHKpeTHbIX AC, B COOTBETCTBUU C
YCTaHOBJICHHBIMU TSI HUX aIMUHUACTPATUBHBIMHU TTOJTHOMOYHSIMH.

DT JnUIla XOpOIIO 3HAKOMBI C OCHOBHBIMH QJITOPUTMaMH, MPOTOKOJIAMH, pPEAU3yeMbIMU W HCIIOIb3YEeMBbIMH B
koHKpeTHbIX moacuctemax u MCII/In B memom, a Takke ¢ MPUMEHSEMBIMU MPHUHIIMIAMHU M KOHIICTIHSAMU 0€30MacHOCTU
[Ipeanonaraercsi, 4To0 OHM MOTJU OBl MCIOJB30BaTh CTAaHAAPTHOE OOOpPYAOBAaHHME JTUOO ISl MACHTHU(PUKAIUUA YSI3BHUMOCTEH,
6o s peanuzauuu yrpos Ub.

JlanHO€ 000pYJ0BAaHHE MOXKET OBbITh KaK YacThIO IITATHBIX CPEACTB, TAK U MOXKET OTHOCUTHCS K JIETKO MOJIYy4aeMOMY
(HampuMep, TporpaMMHOE 00ECIICUeHHE, MOJIYIeHHOE U3 O0IIEAOCTYITHBIX BHEIITHUX UCTOYHUKOB).

Kpome Toro, mpeanosnaraercsi, 4To 3TH JUIla MOTJIA Obl pacrnojiaraTh ClielMaaIu3upOBaHHBIM 000PYAOBaHUEM.



K munam kateropuit I u |l BBuay ux uckmouutensHoil ponu B UCII[H HOMKEH NPUMEHSATHCS KOMILIEKC OCOOBIX
OpPraHU3AalMOHHO-PEKUMHBIX MEp MO HMX NoAO0OpYy, MNPUHATHIO Ha paldoTy, HA3HAYEHUIO Ha JIOJDKHOCTh M KOHTPOIIIO
BBITIOJIHEHUS (PYHKITMOHAIBHBIX 00S3aHHOCTEH.

[Ipeanonaraercs, yto B unciio aul kareropuit | u I OyayT BkIto4aThbCst TONBKO JTOBEPEHHBIC JIMIIA U TIOITOMY YKa3aHHbBIE
JIMLA UCKITIOYAKOTCS U3 YHUCIIA BEPOATHBIX HAPYIIUTENCH.

[Ipennonaraercs, uro umuna kareropuid V-VIII otHocaTcs K BeposTHeIM HapymmrtensMm. [Ipeanosnaraercs, 4To
BO3MOKHOCTh CTOBOpa BHYTPEHHHUX HApYIIUTENIEH MaJIOBEPOSITHA BBUAY NMPUHSITHIX OPraHU3al[MOHHBIX U KOHTPOJIHPYIOLIUX
Mep.

[Ipennonoxkenuss o0 MMerolelcst y HapymuTenss nHGopManu 00 o0bEeKTax pealiv3allid yrpo3

B kadyecTBe OCHOBHBIX YpOBHEH 3HaHMI HapymwuTened 00 AC MOXKHO BBIIEIHUTH CIEIYIOLIUE:
oOmas mHpopmanus — uHbopMau O HaszHaueHus u obmmx xapakrepuctukax MCII/IH; skcrutyaranimonHas uHpopManus —
uH(popMalys, NOJTyYeHHas! U3 HKCIUTyaTal[MOHHON JOKYMEHTAlIUU;

YyBCTBUTENIbHAST HHGOpMalUg — HWHPOpMaIUs, TOMOJHSIONIAS AKCIuTyaTalimoHHyo uH(popmanuio o6 MCII[x (Hanmpumep,
cBefieHus u3 npoekTHou gokymentanuu UCITIn).

B gacTHOCTH, HAPYIIUTEIb MOXKET UMETh:

- JaHHble 00 opraHuzauuud paboThl, CTPYKTYpPE U HCIOJIb3YEMbIX TEXHUYECKHX, MPOTPAMMHBIX U HPOrPaMMHO-
texHuueckux cpencrsax UCIIH;

- cBegeHus 00 uHpopmaionHbix pecypcax MCII/IH: mopsinok v mpaBuiia co3JaHusl, XpaHEHUs U Tiepefadyd HHPOpMaluH,
CTPYKTYypa 1 CBOMCTBA MH(OPMALIMOHHBIX IOTOKOB;

- JaHHbIE OO0 YA3BUMOCTSX, BKIIOYas JaHHbIE O HEIOKYMEHTUPOBAHHBIX (HEIEKJIapUPOBAHHBIX) BO3MOXKHOCTSIX
TEXHUYECKUX, IPOTPAaMMHBIX U TporpaMMHO-TexHn4eckux cpeactB UCII/H;

- naHHele O peanm3oBaHHbIX B [IC3M npuHImMnmax w anropurMmax; - HMCXOIHBIE TEKCTHI

nporpammHoro obecneuenus UCIT/IH;

- CBEJCHHMS O BO3MOXHBIX KaHallaX peaju3allid Yrpo3; - HMHGOpMalHi0 O crnocobax

peanusanuu yrpos.

[Ipennonaraercsa, yro auma kareropuun V u kareropuu |V BiafeOT TONBKO SKCILTyaTallMOHHOW HMH(OpMaIuei, yTo
o0ecrnieunBaeTcs OpraHu3alMoHHbIMU MepaMu. [Ipu sTom nuna kareropun IV He BianeoT maposibHOM, ayTeHTH(PUIUPYIOMICH U
KITII0ueBO uHopmaren, ucrnonb3dyemoit B AVC, Kk KOTOPbIM OHU HE UMEIOT CAHKIIMOHUPOBAHHOTO JIOCTYTIA.



[Ipennonaraercs, 4to juma Kareropuu V BIAACIOT B TOW WJIM WHOM YacTW YYyBCTBUTEIBHOM M SKCIUTyaTallMOHHOW
nHpopmarmeit o cucteme mepenadn uHGopManuu U obmer napopmaruer 06 AVMC, UCHONB3yIOMKUX 3Ty CHCTEMY Nepenadn
uH(popMalnM, 4TO OOECHeurnBaeTCs OpraHU3alMOHHBIMU Mepamu. [lpu »ToM nuna kateropuu V He BIAACIOT MApOJIHHOW H
ayreHTuduiupyromei nudopmaimeit, ucrnoiszyemoit B AUC.

[Tpennonaraercs, uro nuna kareropun VI m muna kareropuu VIl mo ypoBHIO 3HaHMI HE MPEBOCXOJSAT JMIA KATETOPUU
V.

[Ipennonaraercs, uro nuua kateropun VIl obnamaror yyBctBuTenbHOU mHpopManuen 06 UCII[H u dyHKIIMOHAIBEHO
opueHtupoBaHHbiXx AWMC, Brmoyas HHPOpMaLHIO 00 YI3BHUMOCTAX TEXHUMYECKMX M nporpammubix cpeacts MWCII/IH.
OpraHu3allMOHHBIMU MEpPaMU IpeaIoJiaraeTcsl UCKIIUUTh JocTyn jui kateropun VI kK TexHuueckuM U HpOrpaMMHBIM
cpeactBaM WCIIJIH B MOMEHT 00pabOTKH C MCIOJIb30BAHUEM ATUX CPEJCTB 3alUIaeMOi HH(OpMALIHH.

Takum o0pazom, Haubosiee unpopmupoBanHbiMU 00 AVIC sBrnsitoTcs nuna kateropuu III u nmuia kareropun VIII.

Crenenp MH()OPMHPOBAHHOCTU HAPYILIUTEN 3aBUCUT OT MHOTHUX (PAKTOpOB, BKIOuas peanu3oBaHHble B JIIIY koHKpeTHbIE
OpraHU3allMOHHbIE MEpbl W KOMIIETEHUHUIO Hapymutened. [loaTomy OOBEKTMBHO OLEHUTH OOBEM 3HAHUK BEPOSITHOIO
HapyLIUTENS B OOIIEM CIy4yae MPaKTUYECKH HEBO3MOXKHO.

B cBA3M ¢ W310KEHHBIM, C LIEJIBIO0 CO3/IaHMS ONPENEIICHHOTO 3araca MPOYHOCTH MPEAIIONAraeTCs, YTO BEPOATHBIE HAPYIIUTEIN
oOnagaroT Bcel nHpopmalyeit, HeoOXoAMMOM JUIsl TOJATOTOBKH M pealn3aluu yrpo3, 3a UCKIYEHUEM UH(POPMALIMH, JOCTYI K
KOTOPOM CO CTOPOHBI HAPYIIUTEISI UCKIIIOYAETCSI CUCTeMOM 3aiuThl nHGopMmaruu. K Takoit nabopmanmu, HampuMep, OTHOCUTCS
NapoJibHasA, ayTeHTU(PUIUPYIOIIAs U KIIIoueBasi HH(opMalius.

[Tpenmnonoxxenus 00 UMEIOLIUXCS Y HAPYILIUTEINS CPEICTBAX peann3ali yrpos.

[Ipennosaraercs, 4To HapymUTeNIb uMeeT: annaparabie KoMnoHeHThl C3I1/n u CO C3I1/H;
- IOCTYIIHBIE B CBOOOHOM MpOJIaXke TEXHUYECKUE CPEACTBA U TPOTPaMMHOE 00ECIICUCHHUE;
- CIIeLIMAJIBHO pa3paboTaHHbIE TEXHUYECKHUE CPEACTBA U MPOrPAMMHOE 0OeCTICUeHHE.

BHyTpeHHMI HapyIUTEIb MOXKET UCIOJIb30BaTh IITATHBIE CPEACTBA.
CocTaB MMEIOLIUXCS y HApYLIUTEINsS CPEACTB, KOTOPBIE OH MOXET MCIOJb30BaTh s peanuzauuu yrpo3 Mb, a Takxke
BO3MOKHOCTH TI0 MX MPUMEHEHHUIO 3aBUCAT OT MHOTHX (DaKTOpOB, BKJIIOUAs peann3oBaHHble Ha o0bekTax JIITY koHKpeTHBIC



OpraHU3alMOHHBIE MEPbI, (PMHAHCOBBIE BO3MOXKHOCTU M KOMIIETEHIMIO HapyuuTened. [103Tomy OOBEKTUBHO OLIEHUTH COCTaB
UMEIOLIUXCA Y HApYIIUTENS CPEICTB pealiu3allii yrpo3 B 00IEM Cilydae MPaKTHYECKH HEBO3ZMOXKHO.

[Toaromy, ans cozganust ycrouuBoilt C3I1/IH npennonaraercs, 4To BEpOATHBIA HAPYIIUTEIb UMEET BCE HEOOXOIUMBIE JIs
pealln3alyy yrpo3 CpeAcTBa, BOZMOKHOCTH KOTOPBIX HE MPEBOCXOAAT BO3MOXKHOCTU aHAJIOTMYHBIX CPEACTB pealu3ali yrpo3
Ha WH(GOPMAIIUIO, COEPIKAILYIO CBEICHHS, COCTABIISIONINE TOCYAapCTBEHHYIO TallHy, U TEXHUYECKHE U MPOTpaMMHbBIE CPE/ICTBA,
obpabatbIBaroIue 3Ty HHGHOPMAIIUIO.

BwmecTe ¢ Tem npeanoaaraercs, 4To HApyIIUTEIb HE UMEET: CPEICTB MEPEXBATa B TEXHUUECKUX KaHalaX yTeUKH;

- CPEIICTB BO3/JCICTBUS Uepe3 CUrHalbHbIe ieny (MHGOpMallMoHHbIE U yrpasiisitomue uatepdericet CBT);
- CPEACTB BO3JECHUCTBUS Ha NCTOYHHUKY U Y€pe3 LIETIH MUTAHUS; CPEACTB BO3ICHCTBHS YEPE3 LIEIU 3a3EMIICHUS;
- CPEACTB aKTUBHOI'O BO3/ICHCTBUS HA TEXHUYECKHE CPEACTBA (CPECTB OOIyUECHHUS).

[Ipenmnonaraercs, uto HanbOoyee COBEPIIEHHBIMHU CPEJACTBAMH pealiM3allui yrpo3 obnagator jauna kareropuu I m muma

kareropun VIII. Ucxonnsiii ypoens 3ammimensoctyu UCIIx

[Tog oOmmMM ypoBHEM 3alUIICHHOCTH IOHUMAaeTCd OOOOIIEHHBIM TOKa3aTelb, 3aBUCALIIUNA OT TEXHUUYECKUX H
sKcIuTyaTaiimoHHbIX xapakrtepuctuk UCITIn (Y1).

B tabnuiie npencTaBieHbl XapaKTEPUCTUKKU YPOBHS UcxoHOoM 3amuinenHoctu s UCI/xn

Tabnuna 1 — McxoHbli ypoBEHb 3aIMIIEHHOCTH

YpoBeHb
3allUIIECH
[lozummsa  [TexHHYECKHE U IKCILTyaTallMOHHbBIE XapaKTEPUCTUKH HOCTH
1 [1o TeppuTopraIbHOMY pa3MELICHUIO
2 [To HaTMYMIO COETUHEHHUS C CETSIMH OOLIETO MOJIb30BAHMS
3 [To BCTpoeHHBIM (JIerajJbHBIM) OTIEpAIUsIM C 3amucsIMH 0a3

MEPCOHAIBHBIX JaHHBIX




4 [1o pasrpaHUYEHHUIO TOCTYIIA K [IEPCOHATIBHBIM JaHHBIM

5 [To nanmuuuro coequuenuid ¢ Apyrumu 6azamu [1/{n uabix UCIT1a
6 [To ypoBHto (o6e3nuumnBanus) [1/1x0
7 [To 06bemy I1J1H, KOTOpBIE IPENOCTABISAIOTCS CTOPOHHUM

nonb3oBarensiM UCII/In 6e3 npeaBapuTenbHOi 00paboTKu

Beposarnocts peanmuzanuu Y bII/IH.

[Ton  BEpOSTHOCTHIO  pealu3aluyd  yrpo3bl TMOHUMAETCS  ONPENEIsEMbId  DKCHEPTHBIM  IYTEM  IOKa3aTellb,
XapaKTEPU3YIOIINM, HACKOJIBKO BEPOSTHBIM SIBJISETCS pealu3aius KOHKpeTHo yrpossl Oe3zomacHoctu [1/In mms UCIIOa B
CKJIIbIBAIOLIUXCSI YCIOBHUSIX OOCTAaHOBKHU.

Yucnosoit koaddummeHT (Y2) 111 OLIEHKH BEPOSITHOCTA BOSHUKHOBEHHUS YIPO3bl OmpeensieTcs mo 4 BepOadbHbIM Tpajalusm
ATOTO MOKA3aTEeIA:

-MaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHBHBIE MPEANOCHUIKH 1St ocyiecTBieHus: yrpossl (Y2 = 0);

-HU3Kasi BEPOSITHOCTh - OOBEKTUBHBIC MPEANOCHUIKU JIJISl Peaiu3allii yTPO3bl CYIIECTBYIOT, HO MPUHSTHIE MEPhI CYIIECTBEHHO
3aTpyaHAIOT ee peanu3zanuio (Y2 = 2);

-CpeHSISL BEPOSITHOCTh - OOBEKTUBHBIE MPEIMOCHUTKH JIJISl peaTU3alii YIPO3bl CYIMIECTBYIOT, HO IPUHSITHIC MEPhI 00CCTICUCHHUSI
6e3onacHoctu [1/In Hegoctarounsl (Y2 = 5);

BBICOKAsi BEPOSITHOCTh - OOBEKTHUBHBIC MPEANOCHUIKH JJI peaiM3allii yTPo3bl CYIIECTBYIOT M MEPhl MO OOECIEeYeHUI0
6e3onacHoctu [1/]n He mpunsaTh (Y2 = 10).



[Ipu o6pabotke nepcoHanbHbIX AaHHBIX B MCIT/IH MOKHO BBIIEIHUTD CIAEAYIOIINE YIPO3bI:

1. Yrpo3sl yreuku HHGOPMAILIMK 110 TEXHUYECKUM KaHajam

2. YTpo3bl YTeUKH aKyCTUYECKOM (peueBoii) HHpOopMaITuu.
Bo3HuUKHOBEHHE yTpo3 YTEUKH aKyCTHUECKOH (peueBoil) nH(OopMalnu, CoepKalieiicss HeIOCPEICTBEHHO B MPOM3HOCUMOM peuu
nosb3oBatenss UCIIIH, npu o6padotke [11n B UCIT/IH, Bo3MOkHO nipu HamuureM (yHKIui rojgocoBoro Beojaa [1/1n B UCITIn
wm pysakuuit BocipousseneHus [1/{n akycruueckumu cpencrsamu UCTI/IH.

B UCIIun yupexnenus MBOY COII c. Bosnecenckoro ¢yHkimu ronocoBoro BBojga [IJIlH wim dyHKUIMM
BocrnpousBeneHus [1J1H akyCTUYeCKUMHU CpeaCTBAMU OTCYTCTBYIOT.

BeposTHoCTh peasin3anny yrpo3sl — MaJI0BEpPOsITHA.

3. Yrpo3bl yreuku BUAOBOK HH(OpMALUU
Peanuzauus yrpo3sl yTeUykd BUAOBOW MH(OpManuy BO3MOXHA 3a CYET MPOCMOTpa MHGOPMAIMU C MOMOIIbI ONTHYECKHX
(ONITUKO-3JIEKTPOHHBIX) CPENICTB C 3KPAHOB JTUCIUIEEB M APYTUX CPEJICTB OTOOPAKEHHUS CPEACTB BBIUMCIMTEIBHOW TEXHUKH,
MH(POPMAITMOHHO-BBIUUCIUTEIIBHBIX KOMIIJIEKCOB, TEXHUUYECKUXCPEACTBOOpAOOTKUTpaduecKkoi,Bi1e0n0YKBEHHO-
udposoitmHpopmaryu,Bxoasmx B coctaB UCIITIH.

B yupexneHnn BBEIEH KOHTPOJIb JIOCTyHa B KOHTPOJMpYyeEMYyH0 30HY, APM mnosab30BaTenell pacIionoKeHbl TaK, 4TO
MPaKTUYECKHU UCKIIFOYEH BU3YalIbHBIM JOCTYIl K MOHUTOPAM, @ HA OKHAX YCTAHOBJICHBI KaTO3H.
BeposATHOCTB peanu3anuy yrpo3sl — MaJ0BepOsATHA.

4. Yrpo3bl HECAHKIIMOHUPOBAHHOTO AOCTyNa K MH(OpMaIuu
Peanuzanus yrpo3 HC/I k undopmManium MoKeT NPUBOANUTD K CIACAYIOUIMM BUAaM HapyIICHUs ee Oe301MacHOCTH:
- HapyleHUIO0 KOH(QUICHINAIbHOCTH (KONMMPOBAaHWE, HEMPAaBOMEPHOE pACIPOCTPAaHEHHE); - HAPYLUICHUIO IEIOCTHOCTH
(YHUYTOXKEHHE, U3MEHEHUE);
- HapyIICHUIO TOCTYMHOCTHU (OJIOKUPOBAHUE).



5. Yrpo3sl yHuuTOKEHMS, XUlleHUs annapaTHbix cpeacTB UCII/In Hocuteneit nHpopmanuy nyreM Gu3n4ecKkoro A0CTyIa
k anementaM VCII/IH, kpaxxa [I9BM.
VYrpo3za ocymectisierca nmyteM HC/I BHEIHMMU M BHYTPEHHUMH HapyIIUTEISIMU B IIOMEIICHHUS, TA€ PACIOJIOKEHBI AIIEMEHTBI
NCITIH.
B yupexneHunm BBENEH KOHTPOJb JOCTYNIa B KOHTPOJHMPYEMYIO 30HY, YCTAaHOBJEHA OXPAaHHAs CUTHAJIM3ALMsA, JABEpPHU
3aKpBIBAKOTCS HA 3aMOK.
BeposaTtHOoCTh peann3anuy yrpo3sl — MaJa0BepPOSITHOMM.

6 . Kpaxxa nocureneit nndopmaruu
VYrpo3za ocymectBisercs myreM HCJ[ BHEIIHUME ¥ BHYTPEHHUMH HAPYIITUTEISIMU K HOCUTEIISIM HH(POPMAITHH.
B Vupexnenuu BBefeH KOHTPOJb JOCTyNa B KOHTPOJUPYEMYIO 30HY, YCTAHOBJIGHA OXpaHHas CUTHAIM3allUs, JBEpU
3aKPBIBAIOTCS HA 3aMOK, BEJICTCS YUET U XpaHCHHE HOCUTEJICH B 3amupaeMoM Ikady.
BeposTHOCTE peanu3anuu yrpo3sl — MaJ0BEpPOSITHA.
7. Kpaxa xitoueit u aTpuOyTOB 1OCTyMa
VYrpo3za ocymectrisiercs myteM HCJl BHEITHUMYU ¥ BHYTPEHHUMH HAPYIIUTEIISIMHU B IIOMEIIECHUS, T/I€ TIPOUCXOIUT padboTa
I10JIb30BATEIIEH.
B VYupexnmeHun BBEIEH KOHTPOJIb JOCTyINa B KOHTPOJHUPYEMYIO 30HY, YCTAHOBJICHA OXpaHHAs CUTHAJIW3AIWS, TBEPH
3aKPBIBAIOTCS HA 3aMOK, OPTaHU30BaHO XPAaHEHHE KITFOYEH B 3alTipacMoM IKady W BBEJCHA MOJUTHKA «YUCTOTO CTOJIA.
BeposTHOCTh peanu3aiuu yrpo3bl — MaJ0BepPOSITHA.

8. Kpaxwu, mogudukamm, yHuuTOKEeHUsSI HTHPOpMaIUu

VYrposza ocymectBisiercs myreM HCJl BHEIIHMMHM M BHYTPEHHHMMH HApYIIUTENISIMU B MOMELIECHUS, TJI€ PaCIOI0KEHBI
anemenTsl UCII/{H 1 cpeacTBa 3alUThI, a TaK e MPOUCXOIUT paboTa MojIb30BaTeseH.

B VYupexnennn BBEAEH KOHTPOJIb AOCTYNA B KOHTPOJIUPYEMYIO 30HY, YCTAHOBJIEHA OXPAaHHAs CUTHAJIM3ALMSA, JBEPU
3aKPBIBAIOTCA HA 3aMOK.

BepositHOCTB peanuzanuu yrpo3sl — MaJ0BepPOSITHA.



9. Beiog u3 ctpos y3i0B [I19BM, kaHanoB cBsi3u

VYrposza ocymectBisiercs myreM HCJl BHEIHMMHM M BHYTPEHHHMMHU HApYLIUTENISIMU B MOMELIECHUS, TAE€ PaCIOI0KEHBI
aneMeHThl UCII/IH 1 mpoXoaaT KaHaJbl CBSI3H.

B VYupexneHnn BBEAEH KOHTPOJIb AOCTYNA B KOHTPOJIMPYEMYIO 30HY, YCTAHOBJIEHA OXPAHHAS CUTHAIM3ALMS, JBEPU
3aKpBIBAIOTCS HA 3aMOK.
BepostHOCTB peanuzanuu yrpo3bl — MaJIOBEPOSITHA.

10. HecaHKIIMOHMPOBAHHOE OTKIIOYEHHUE CPEJICTB 3aLIUTHI

VYrposza ocymectBisiercs myreM HCJl BHEIHMMHM M BHYTPEHHHMMHU HApYLIUTENISIMU B MOMELIEHUS, TJE€ PaClOI0KEHBI
cpeacrta 3ammtel UCII/IH.

B VYupexnenun BBEOEH KOHTPOJIb JOCTYNA B KOHTPOJIMPYEMYIO 30HY, YCTAHOBJIEHA OXpaHHAas CUTHAIM3ALMSA, JBEPU
3aKpBIBAIOTCS Ha 3aMOK, noib3oBaTenu MCIIJIH npounctpyktupoBansl o padote ¢ [1J[H.

BeposiTHOCTB peanuzanuu yrpo3sl — MaJ0OBePOSITHA.

11. VYrpo3sl XWILEHHS, HECAHKIMOHUPOBAHHON MOAM(PUKAIMU WM OJOKMpOBaHUS HMHPOpPMALMU 3a CUET
HecaHkuuonupoBaHHoro gocryna (HCJ/]) ¢ mpumeHeHneM mporpaMMHO-almapaTHBIX M MPOTPAMMHBIX CPEACTB (B TOM 4YHCIIE
MpOrpaMMHO-MaTeMaTHUYEeCKUX BO3AecTBUI). [[eficTBHS BpETOHOCHBIX MMPOTpaMM (BUPYCOB).

[IporpaMMHO-MaTeMaTHYECKOE BO3IEUCTBUE - 3TO BO3JICUCTBHUE C TOMOIIBIO BPEIOHOCHBIX POTPaAMM.

[IporpamMmoii ¢ TOTEHIMAIBHO OIMACHBIMH TIOCJICICTBUSMH WJIM BPEAOHOCHOM mMporpamMMoi (BHPYCOM) Ha3bIBAIOT
HEKOTOPYIO CaMOCTOSITENIbHYIO TMporpamMmy (Ha0Op WHCTPYKIHi), KOTOpas CIOCOOHA BBIMIONHATH JIFO0OE€ HEMyCTOoe
MMOJIMHOKECTBO CIEAYIOMUX (QyHKITUHA:

- CKpBIBaTh MPU3HAKN CBOETO MPUCYTCTBUS B MPOTPAMMHOM CpPeJie KOMITBIOTEPA,;

- 001a1aTh CIOCOOHOCTHIO K CaMOIYyOJIMPOBAHUIO, ACCOIIMUPOBAHUIO ceOs C APYTHMMH MporpaMMamMu U (WJU) TIEPEHOCY CBOUX
(parMeHTOB B MHBIE 00JIACTU ONIEPATUBHOM WJIM BHEITHEU MaMSITH;

- pa3pymaTth (MCKaKaTh MPOU3BOJIBLHBIM 00Pa30M) KOJI TPOTPaMM B OTIEPATUBHON MAMSTH;



- BBINOJIHATH 0€3 MHULIMHMPOBAHMUS CO CTOPOHBI TMOJb30BaTelNsl (II0JIb30BATEIBCKOM NpPOrpaMMbl B ILITATHOM pPEXHUME €€
BBIIIOJIHEHHS ) IECTPYKTUBHBIE PYHKIIUU (KOMUPOBAHUS, YHUUTOXKEHUS, OJIOKUPOBAHUS U T.I1.);
- COXpaHATh (hparMeHThl MHGOPMALMU U3 ONEPATUBHON MaMATH B HEKOTOPHIX OOJACTSIX BHEIIHEW MaMsATH MPSIMOTO JOCTYIa
(JIOKaTbHBIX WIH YAAJICHHBIX);
- WCKa)KaTh MPOU3BOJIBHBIM 00pa3oM, OJIOKUPOBAaTh U (WJIM) MOAMEHSATh BHIBOJUMBIA BO BHEIIHIOI MaMsITh WM B KaHAJ CBSI3U
MaccuB MH(pOpMaIK, 00pa30BaBLIMIICS B pe3ynbTrare padOThl NPUKIAIHBIX MPOTpamMM, WM YXKE HAXOJSALIUECs BO BHELIHEU
MaMATH MACCHBBI JAHHBIX.

B Vupexnenun Ha Bcex aneMmeHTax MCII/IH ycTaHOBIIEHa aHTUBUPYCHAs 3aIUTAa, ITOJIB30BATENH IIPOUHCTPYKTUPOBAHBI O
Mepax MpeAOTBPAILEHUS BUPYCHOTO 3apPayKECHHUSI.

BeposATHOCTB peanu3anyu yrpo3sl — HU3KAasl.

12. HepgexnapupoBaHnHble BO3MOKHOCTH cucTeMHOro [10 u I1O g5t 06paboTku nepcoHanbHBIX TaHHbBIX.

HenexnapupoBaHHble BO3MOXXHOCTH — (DYHKUIHMOHAIbHBIE BO3MOXXHOCTH CpPEJICTB BBIYUCIUTEIBHOM TEXHHUKH, HE
ONMCAaHHBIE WJIM HE COOTBETCTBYIOIIME OINMCAHHBIM B JOKYMEHTAI[MH, P UCIOJIb30BAaHUU KOTOPBIX BO3MOYKHO HapyIICHHE
KOH(UIECHIIUATIBHOCTH, TIOCTYITHOCTH WJIM IIEJIOCTHOCTH 00pabaThiBaeMOi UH(POPMAITUH.

B Vwupexnennn HET mporpaMMHOrO oOecredeHusl pa3padaThiBAEMOTO COOCTBEHHBIMU pPa3padOTUYMKAMH/CTOPOHHUMU
crenuaIiucTamMu.

BeposTHOCTB peain3anuu yrpo3bl — MAJI0BEPOSITHA.

13. YcranoBka [10 He cBS3aHHOTO C UCMIOJHEHUEM CITYKEOHBIX 00S3aHHOCTEH.
VYrpo3a ocymiecTBiIsIeTCs MyTEM HECAHKIIMOHUPOBAHHOM yCcTaHOBKM IO BHYTpEHHMMH HapyLIUTEISIMU, YTO MOKET IIPUBECTU K
HapYILIECHUIO KOHPUACHIIUATBHOCTH, HEI0CTHOCTH U nocTynHocTy Bee UCII/IH nnn ee a1eMeHTOB.

B Vupexnenuu BBeAeHO pa3rpaHUUYEHUE IMpaBaMu IMOJb30BaTenell Ha ycrtaHoBKy I[IO u ocyiiecTBisieTcsi KOHTPOJb,
ITOJIb30BATENN NPOUHCTPYKTUPOBAHBI O OJUTHKE YcTaHOBKHU [10. BeposTHOCTE peanu3anuu yrpo3bl — MaJlOBEPOSTHA.



14. Yrpo3sl HEe IpeIHAMEPEHHBIX JEHCTBUI MOJIb30BaTeNel n HapylieHui 0e3omnacHoctu ¢pyHkunonuposanus UCIIIn u
C3I1/Iu B ee cocTaBe u3-3a COOEB B MPOrPAMMHOM OOECIIEUEHUH, a TAKKE OT YTPO3 HEAHTPOIIOTEHHOTO (COOEB anmaparypsl U3-3a
HEHAJEKHOCTHU AJIEMEHTOB, COOEB JIEKTPONMUTAHUS) M CTUXUUHOTO (YIapOB MOJIHUHI, TI0’KapOB, HABOJIHEHUM U T.I1.) XapakTepa.

15. Y1para kirodeit u aTpuOyTOB J1OCTyMA.

VYrpo3a ocyiiecTBiseTcs 3a CUET JACUCTBUS desioBeueckoro (akropa nonb3zoBareneit MCII/IH, koTopble HapyIAIOT MOJOXKEHUS
MapOJILHOM MOJUTUKE B YACTH MX CO3JaHMS (CO3MAI0T JIETKUE WUJIU ITYCThIC MapoJid, HE MEHSIOT MapOJId TI0 UCTEYCHUH CPOKA MX
KU3HU WU KOMIIPOMETAIMM U T.I.) U XPAHEHHs (3aMUCBHIBAIOT MApOJId Ha OyMa)KHbIE HOCHUTEINH, MEPEaloT KIIOYH JIOCTYIIa
TPETHUM JIMIIAM U T.I1.) WJIK HE OCBEJOMJIICHBI O HUX.

B Yupexnenuu BBeAcHa mapojibHAs TMOJUTHKA, MpeIycMaTpHUBaionias TpeOyeMyro CIOKHOCTh Mapoiisl U MEPUOANYECKYIO €ro
CMEHYy, BBEJ€HAa IMOJUTHKA «YHUCTOTO CTOJa», OCYIIECTBIAECTCS KOHTPOJIb 3a HMX BBINOJIHEHUEM, I0JIb30BaTENN
MIPOMHCTPYKTHPOBAHBI O TTAPOIHHOM MOJUTHKE U O IEHCTBUSAX B CIIy4Yasx YTPaThl UM KOMIIPOMETAIIMH TTAPOJICH.

BeposTHOCTB peain3anuu yrpo3bsl — HU3Kasl.

16. Henmpennamepennast moaudukaius (YHUUTOXKEHHE) WH(POpMAIMK COTPYAHUKAMU. YTPO3a OCYIIECTBIISETCS 3a CUET
JeUCTBUS YesioBedyeckoro gakropa nosis3zopareneit MC-
[1/TH, KOTOpBIE HAPYIIAIOT MOJOKEHUS MPUHATHIX paBuil padoTel ¢ UCIT/IH nin He 0CBEAOMIIEHBI O HUX.
B Vupexaenun ocyiecTBisieTcss pe3epBHOE KomupoBaHHe oOpabarbiBaeMbix II/IH, mosib30BaTeny MpPOMHCTPYKTUPOBAHBI O
pabote ¢ UCITH.

BeposATHOCTB peanu3anuu yrpo3sl — MaJ0BepOsTHA.

17. HenpenHamMepeHHOE OTKIIOUEHUE CPENICTB 3aIUTHI.
Yrpo3a ocymiecTBiseTcs 3a cueT ACHCTBUS dYeloBeudeckoro ¢akrtopa moib3oBareneid MCIIJIH, xoTOphie HapyiaroT
MOJIOKEHUS TPUHSATHIX MpaBui padoTel ¢ UCIIJIH u cpencTBaMu 3allIUThI UK HE OCBEIOMJICHBI O HUX.



B VYupexneHun BBEAEH KOHTPOJIb JOCTyNa B KOHTPOJUPYEMYIO 30HY, JABEPHU 3aKpBIBAIOTCS HA 3aMOK, OCYILECTBIISIETCS
pasrpaHUyYCHUE I0CTYIa K HACTPOUKAM PEKUMOB CPEJICTB 3aILUTHI, I0JIb30BATENIN MPOUHCTPYKTUPOBaHbI 0 padote ¢ UCII/H.

BeposiTHOCTB peanu3aiuu yrpo3bl — MaJ0BepOSITHA.

18. Brixog u3 cTpos anmapaTHO-IIPOTPAMMHBIX CPEICTB.

Yrpos3a OCYIIECTBIAETCS BCICICTBUE HECOBEPIICHCTBA AallllAPAaTHO-NIPOIPAMMHBIX CPEICTB, M3-32 KOTOPBIX MOKET
MIPOUCXOIUTH HAPYIICHHE 1IEIOCTHOCTU U JOCTYITHOCTH 3alUIlaeMoi nH(opmaiuu.

B Yupexaennn ocyniecTBisieT pe3epBupoBaHue KiatoueBbix anemeHToB UCII/IH.

BepOHTHOCTB pcaln3alu yIpo3bl — MAJIOBEPOATHA.

9. COoli cucTeMbl 3JEKTPOCHAOKEHHUS.

VYrpo3a OCylIeCTBISETCS BCJIEICTBUE HECOBEPLICHCTBA CUCTEMbI 3JIEKTPOCHAOKEHUS, M3-3a YETr0 MOXKET MPOUCXOIUThH
HapyILIEHUE UEJIOCTHOCTU U TOCTYMHOCTHU 3aIUIIAEMON HHPOPMALIHH.
B Vupexnenun ko Bcem kimtoueBbiM dneMenTam MCII/IH nmonkimtodyeHbl HCTOYHUKHN OecriepeOOMHOro MUTAHUS U OCYIIECTBIISET
pe3epBHOE KOMUPOBaHKUE MH(OPMALIUH.

BeposTHOCTE pea3anium yrpo3sl — MaJOBepOsITHA.

20. Ctuxuitnoe 6e1CcTBUE

VYTrpo3a ocymiecTBISeTCs BCIEICTBIE HECOOMIOACHUS MEP MOKAPHOU OE30TTaCHOCTH.

B VYupexneHnn ycTaHOBIIGHA TMOKapHAs CHUTHAJIM3AIMs, IOJIb30BATEIM MPOMHCTPYKTUPOBAHBI O JICUCTBHSAX B Clydac

BO3HHMKHOBCHU BHCIIITATHBIX CHTyaHHﬁ.

BepOﬂTHOCTI) pcajm3anun YIrpo3bl — MaJOBEpPOsATHA.



21. Yrpo3bl npefHaMEPEHHBIX NEUCTBUN BHYTPEHHUX HAPYIIUTEIEH.

Hoctyn k uHopmanuu, MoauduKanus, yHUUTOXKEHUE JIHII, HE JOIMYIIEHHBIX K e 00padoTKe.

VYrposa ocymectusierca nyreM HC/] BHEMIHMX HapylIMTENedl B MOMENIEHUs, rae pacnoioxkeHbl 3reMmeHTsl UCIIIH u
CpEeZICTBa 3aIIMTHI, @ TAK K€ MPOUCXOIUT padoTa MOJIb30BATEIEH.
B Vupexaenun BBeIEH KOHTPOJb JOCTyNla B KOHTPOJHPYEMYIO 30HY, YCTAHOBJIEHA OXpaHHAas CUTHAJIU3AlMs, [BEPU
3aKpBIBAIOTCS HA 3aMOK.

BeposTHOCTB peanuzanuu yrpo3sl — MaJ0BepOsITHA.

22. Pazrnamenue uHpopmanuu, MoauduKaius, yHUYTOKEHUE COTPYAHUKAMHU TOMYIEHHBIMH K €€ 00paboTKe.

Yrpos3a ocyiiecTBisieTcs 3a CYEeT ACUCTBUS uenoBeueckoro ¢akropa moib3oBatenedt MCIIH, koTopbie HapylarOT
MOJIOKEHUS O HepasrilaleHn 00padaTeiBaeMoil HHGOPMAIIMK UK HE OCBEJIOMIICHBI O HUX.
B Vupexxaenun nosb30BaTelid OCBEAOMIIEHBI O MOPSAKE pabOThl C MEPCOHANIBHBIMUA JAaHHBIMM, a TaK K€ nmoanucaiu J{orosop o
HEpa3TJIAICHNH.

BeposTtHOCTB peanuzanuu yrpo3sl — MajJ0BepPOSITHA.

23. Yrpo3bl HECAHKIIMOHUPOBAHHOIO JIOCTYMA M0 KaHaJlaM CBSI3H.
B cootBerctBUM ¢ «TUMOBOW MOJENBI0 Yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX, 00padaThIBAEMbIX B pacHpeleleHHBIX
NCIIH, nmeromux NOAKIIOUEHHE K CeTSIM OOIIEro Moyib30BaHus U (MJIM) MEXKIYHApOAHOTr0 MHPOPMAIMOHHOTO OOMEeHay (TI.
6.6. ba3oBoii Mozenu yrpo3 0€30MacHOCTH TEPCOHATBHBIX JAaHHBIX MPU WX 00paboTke B WHOOPMAIIMOHHBIX CHUCTEMax
MEPCOHANIbHBIX JaHHBIX, YTBepxkAeHHOU 3amecTtuTesieM aupektopa ®CTIK Poccun 15 despans 2008 r.), nns UC-I1n MoxHO
paccMaTpUBaTh CIEAYIOLIME YTPO3bl, PEATU3YEMBIE C UCIIOIB30BAHUEM ITPOTOKOJIOB MEXKCETEBOIO B3aUMOEHCTBHS:

IlepexBaT B pezeaax KOHTPOJIUPYEMOU 30HbI BHELTHUMU HAPYLIUTEISIMU

B Vupexnenuu BBeZieH KOHTPOJIb IOCTYIA B KOHTPOJIMPYEMYIO 30HY, IBEPHU 3aKPHIBAIOTCS Ha 3aMOK..

BeposATHOCTB peanu3anuu yrpo3sl — MaJ0BepOsTHA.

[lepexBaT B peenax KOHTPOJIUPYEMOM 30HbI BHYTPEHHUMU HAPYIIUTEIISIMHU.

B YupexeHnn BBeZieH KOHTPOJIb TOCTYIIa B KOHTPOJIMPYEMYIO 30HY, JBEPHU 3aKPBIBAIOTCS HA 3aMOK.



BeposiTHOCTh peanu3aiuu yrpo3bl — MaJ0BepOSITHA.

24. Yrpo3a BbIABICHUS MAPOJIEH

[enpb peanuzanuu yrpo3sl coctout B nonyuennn HCJI mytem npeoaofieHust NapoJibHOW 3alUThI. 3II0YMBIILICHHUK MOKET
peann30BbIBaTh yrpo3y C MOMOUIBIO IIEJOTO psifia METOJOB, TaKUX Kak MPOCTON mnepedop, mepedop ¢ HCIOIb30BaHUEM
CIICMAIIBHBIX CIIOBApEM, yCTAHOBKA BPEIOHOCHOM MpOorpaMMmBbl JJIsl IepexBaTa Mmapoisi, HoJMeHa JOBEpeHHOTro o0bekTa cetu (IP-
spoofing) u me-pexsaTr naketoB (sniffing). B ocHOBHOM mJis peanuzanuu yrpo3bl MCHOJIB3YIOTCS CHEIUAIbHbIE MPOrPaMMBI,
KOTOPBIE MBITAIOTCS MOJYYUTh JOCTYI XOCTY IyTEM IMOCIEA0BATEIBHOIO Mo00pa naposieid. B cnydae ycnexa, 370yMBIILIEHHUK
MOXET CO3/aTh JUIsl ce0s «mpoxoa» s OyAyllero JA0CTyma, KOTOpbId OyJaeT NelCTBOBATh, aKE€ €CIM HAa XOCTE U3MEHUTH
MapoJib J0CTyIA.

BeposTHOCTB peanu3anuu yrpo3bl — MaJ0BepOsSTHA.

25. Yrpo3bl BHEIPEHUS 110 CETU BPEIOHOCHBIX MPOrPAMM.

K BpenoHOCHBIM TTporpammMam, BHEAPSIEMBIM IO CETH, OTHOCSITCA BUPYChI, KOTOPBIE ISl CBOETO PACHPOCTPAHEHHSI AKTUBHO
UCIIOJIB3YIOT MPOTOKOJIBI ¥ BOZMOKHOCTH JIOKATBHBIX U TJI00ABHBIX CETEH. OCHOBHBIM TIPUHIIAIIOM pabOTHl CETEBOTO
BHUpYyCa SBISETCA BO3MOXHOCTh CaMOCTOSITEJIBHO TMe€pelaThb CBOM KOJ Ha YyAaJCHHBIM cepBep WM pabouyyr CTaHIMIO.
«IToJIHOLIEHHBIE» CETEBbIE BUPYCHI MPU ITOM OOJIAIAIOT €Il€ M BO3MOKHOCTBIO 3allyCTUTh Ha BBIMOJHEHUE CBOM KOJ Ha
yIaJICHHOM KOMITBIOTEPE WUJTH, TI0 KpaliHel Mepe, «IOATOIKHYThY» MOJb30BaTells K 3aMyCKy 3apakeHHOro (aitna.

BpenonocHeiMu nporpammamu, ooecreunBaroniumu ocyiiectsienrne HCJ, MOTyT ObITh:

- MPOTPaMMBI TIOJI00Pa U BCKPHITHUS TapOJIei;

- IPOTPaMMBbl, PEATU3YIOLIME YIPO3bIL;

- OpOorpaMMmbl, AEMOHCTPHUPYIOIIME HCIOIb30BAHUE HEICKIAPUPOBAHHBIX BO3MOXXHOCTEW MNPOTPAMMHOIO M MPOTPAMMHO-
amnmapatHoro ooecreuenust UCII/IH,

- IPOTPaMMBbI-T€HEPATOPHI KOMITBIOTEPHBIX BUPYCOB;

- IPOTPaMMBI, IEMOHCTPHUPYIOITUE YSI3BUMOCTU CPEACTB 3aTUTHI HH(DOPMAITUH U JIP.



BeposiTHOCTh peanu3aiuu yrpo3bl — MaJ0BepOSITHA.

Tabauma 2 — Yrpo3bl 6€301aCHOCTH 3alUILICHHOCTH

McxoncxoaHbIi Kiiacc

BepoaTHOCTh B03M0XHOCTh OmnacHocTh
HanmenoBanue yrpossl peanuzanuu peanu3anuu yrpo3sl  [yIrpO3sl AKTYaJIbHOCTh

yrpo3sl (Y2) (Y) YTPO3bI
1. Yrpo3bl OT yTe€UKH O TEXHUYECKUM KaHaiam
1.1. Yrpo3sl yTeukn akyCTU4eCKON HHPOpMALINH

MaoBepositTHo  Huskas Huskas HeakryanbHnas
1.2. Yrpo3sl yTeuky BUI0BOM HHGOpMALIUH

ManosepositHo  Hwuskas Hwuskas HeaxryansHas
1.3. Yrpo3sl yreuku unpopmaruu no kanaiam [I9MUH

MasoBepositTHo  Huskas Huskas Heakryanbnas

2. YTrpo3bl HECAaHKIIMOHUPOBAHHOTO JI0CTYyNa K HH(GOpMAaIIH

snementam UCII/Ix

2.1. Yrpo3bl yHuuTOXKEHU, XUlleHus annapatHbix cpeactB UCIIJ{H HocuTeneit unpopManuu mytemMm pu3n4ecKoro 10CTymna K

2.1.1. Kpaxa [I9BM

MaoBepositTHo  Huskas Huskas HeaxkryanbHas
2.1.2. Kpaxa nocurene nadopmauu

MaoBepositTHo  Huskas Huskas HeaxkryanbHas
2.1.3. Kpaxa kiroueit nocrymna ManosepositTHo  Huskas Huskas HeaxrtyanbHas
2.1.4. Kpaxu, Momudukanum, yHUHITOXKEHUS HHOOPMAITUH.

MaoBepositTHo  Huskas Huskas HeaxkryanbHas




2.1.5. BeiBog u3 ctpost y3noB [19BM, kaHanoB cBsizu

ManoBepOosITHO

Huskas

Hwuzkas

HeakryanbHas

2.1.6.HecaHKIIMOHMPOBAHHOE OTKJIIOYEHUE CPE/ICTB
3alATEI

ManoBepOsITHO

Huskas

Hwuzkas

HeakryanbHas

2.2. YTpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOM MOU(BUKAIIMY WK OJIOKHUPOBAaHUS MH(POPMALIUU 32 CUET
HecaHKIMoHupoBaHHoro aoctyna (HCJl) ¢ mpumeHneHneM nporpaMMHO-anmnapaTHbIX U IPOTPAMMHBIX CPEACTB (B TOM YHUCIIE

POrpaMMHO-MAaTEeMaTHUYECKUX BO3ICUCTBU);

2.2.1. JleficTBUSI BPEIOHOCHBIX MpOrpamMM (BUPYCOB)

MasoBepositTHo  Huskas Huskas Heakryanbnas
2.2.2. HenexnapupoBaHHbIE BO3MOKHOCTH cucteMHoro 110
u 110 g 00pabOTKM EPCOHANBHBIX JAHHBIX

ManosepositHo  Hwuskas Hwuskas Heaxryansnas
2.2.3. YcranoBka I10 He cBSA3aHHOTO € UCIIOJIHEHUEM
CITy€OHBIX 00S3aHHOCTEM MasoBepositTHo  Huskas Huskas Heakryanbnas

2.3. Yrpo3bl HE IpeAHAMEPEHHBIX IEUCTBUI MOJab30BaTeNel U HapyeHui 6e3zonacHoctu pyHnkronupoanus UCIIH u
C3I1dn B ee cocTaBe u3-3a COOEB B MPOrPaMMHOM OOECTICUCHHH, a TAK)Ke OT YIPO3 HEAHTPOIIOTEHHOTO (COOEB amnmapaTyphl U3-3a
HEHA/IKHOCTHU DJIEMEHTOB, COOEB AJIEKTPOMUTAHUS) U CTUXUHHOTO (YAapOB MOJHHM, TOKapOB, HABOJAHEHUH U T.I1.) XapakTepa.

2.3.1. YTpara xiaroueit u aTpuOyTOB JOCTYIA ManoBepositTHo  Huskas Huzkas HeaxkryanbHas
2.3.2. HenpegnamepenHnas monudukaius (yHUUTOKEHHUE)
uH(pOpMaIUU COTPYTHUKAMU MaoBepositTHo  Huskas Huskas HeaxkryanbHas
2.3.3. HenmpeagnamepeHHOE OTKIIOUEHUE CPEJICTB 3AIUTHI

ManosepositHo  Huskas Hwuskas Heaxryanbsnas
2.3.4. Beixoa U3 CTpOs annapaTHO-NPOrpaMMHBIX CPEICTB

ManosepositHo  Huskas Hwuskas Heaxryanbsnas
2.3.5. COoii cucteMbl dIEKTPOCHAOKEHUS

ManosepositHo  Hwuskas Hwuzkas HeaktyanbHas




2.3.6. CtuxuiitHoe OencTBUE

ManosepositHo  Hwuzkas Hwuzkas HeakryanbHas
2.4. Yrpo3sl IpeIHAMEPEHHBIX JEUCTBUN BHYTPEHHUX HAPYIIUTENEH
2.4.1. Joctyn k undopmanuu, MoaupuKanus,
YHUYTOXEHUE JIMIIAMH HE TOMYIIEHHBIX K ee o0paboTtke  ManoBepositHo  Hwuskas Hwuzkas HeaxryanbHas
2.4.2. Pazrnamenue uHpopmaiuu, MoauduKanus,
YHUYTOKEHUE COTPYIHUKAMHU JIONMYIICHHBIMU K €€ ManoBepositTHo  Huskas Hwuzkas HeaxryanbHas

00paboTKe

2.5. YTpo3bl HECAHKIMOHUPOBAHHOTO JOCTYTA M0 KAHAJIAM CBSI3U

2.5.1. Yrpo3a «AHanu3 cereBoro Tpaduka» ¢ nepexnsarom nepenaBaemoit uz UCIIJIH u npuHUMaeMoil U3 BHEIIIHUX CETel

uH(popMaIuu:

2.5.1.1. IlepexBar 3a nepenenaMu ¢ KOHTPOIUPYEMOM
30HBI;

MaiioBeposITHO

Huskas

Hwuzkas

HeakryanbHnas

2.5.1.2. IlepexBat B ipeesiax KOHTPOIUPYEMOU 30HBI
BHEIIIHUMU HApYIIUTEISIMU;

MaiioBeposiTHO

Huskas

Hwuzkas

Heakryanbnas

2.5.1.3. IlepexBat B mpeenax KOHTPOIUPYEMOM 30HBI
BHYTPCHHUMH HAPYIIUTEIISIMH.

MasioBeposiTHO

Huskas

Huskas

HeaxrtyanbHas

2.5.2.Y1p03bl CKAHUPOBAHUS, HAIIPABJIEHHBIE HA
BBISIBJICHUE TUIIA WIU TUIIOB UCIIOIb3yEMBbIX
OTIEPAIIMOHHBIX CUCTEM, CETEBBIX aIPECOB pabOUYNX
cranunii UCIT/IH, Tomonoruu ceTv, OTKPBITBIX OPTOB U
CIIy>k0, OTKPBITBIX COETUHEHUH U JIp.

MaJioBeposiTHO

Huskas

Hwuzkas

Heaxryanbsnas

2.5.3. YTpo3bl BBIABICHUS MTAPOJIEN IO CETH.

ManoBeposTHO

Hwuskag

Hwuzkas

HeaxkryanbHas

2.5.4. YTpo3bl HaBs3bIBaHUE JIOKHOTO MapuIpyTa CETH.

MaJtoBeposiTHO

Huskas

Hwuzkas

Heaxryanbsnas




2.5.5. YTpo3bl IOAMEHBI JOBEPEHHOTO 0OBEKTA B CETH.

3aKII0UYEHUE

ManosepositHo  Hwuzkas Hwuzkas HeakryanbHas
2.5.6. YTpo3bl BHEIPEHUS JIOKHOTO 00BEKTa KaK B
WCII/H, Tak 1 BO BHEIIHUX CETSAX. MasoBepositTHo  Huskas Hwuzkas HeakryanbHas
2.5.7. Yrpo3ssl Tuna «OTKa3 B 00CITyKUBAHUN. MasoBepositTHo  Huskas Hwuzkas HeakryanbHas
2.5.8. YTpo3bl yIAJIIEHHOTO 3aITyCKa MPUJI0KECHUM.

ManosepositHo  Hwuzkas Hwuzkas HeaktyanbHas
2.5.9. Yrpo3bl BHEAPEHUS IO CETU BPEAOHOCHBIX
IIPOIPaAMM. ManosepositHo  Hwuskas Hwuskas HeaxryansHas

B cootBercTBuu ¢ [lopsinkom npoBeeHus kiaccudukanuu HHHOPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JIaHHBIX, Ha
OCHOBaHUHU KaTeropuu u oobeMa oopadarsiBaeMbIx nepcoHabHbIX AaHHbIX — UCIT/In B MKOY FOrnounckas COILI

knaccudumupyercs kak UCITJIn kmacca K3.

Attecramus UCITIx MKOY IO0rnonckas COIII (ne) Tpedyercs




